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Motivacio

* Miert kell meg egy iptables script?
- pelda script-ek sokasaga
— karakteres, grafikus, webes konfiguralo programok

* Mert
- viragozzek minden virag
- érdekes feladat
= fun!
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Motivacio folyt.

* Szabaly-generator
* Egyszerl szintaxis
* |IPv4 és IPv6 tamogatas

* Leggyakoribb és nem a szofisztikalt, egyedi
eseteket fedje le

* Hasznalja az ip[6]tables/netfilter “legujabb”
kepességeit

* Természetes belsO logika
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Szintaxis

* Kulcsszo, ertek parok:
# comment
keyword = value(O, valuel value2 ,

value3 # comment

* Kulcsszavak csoportokba rendezettek,
kontextustol fuggden hasznalhatoak

* Azonosito ertekl toplevel kulcsszavak:

- general, zone, template, filter, nat, mangle, raw
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Protokoll I.

* Legszelesebb ertelemben hasznaljuk

— azonosito a protocol-numbers.txt file-bol:
e tcp, udp, icmp, icmpv6, ospf, stb.
— azonosito a port-numbers.txt file-bol:
e ftp, ssh, http, https, stb.
— azonosito az icmp-names.txt file-bol
* ping, destination-unreachable, host-unknown, stb.
— azonosito az icmpv6-names.txt file-bol
* ping, destination-unreachable, no-route, stb.
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Protokoll Il.

- tcp:8888, udp:9898

- 1cp:1024..65535, udp:33434..33523
= icmp:1, icmpv6:1

- icmp:1/2, icmpv6:1/2

- any, all
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general

« Altalanos beallitasok

tcpudp = domain

udp = ntp, talk

module = nf conntrack
modparam = hashsize=65536

module = nf conntrack ftp

modparam = ports=21,1121
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general

* Napl6ézd modul beallitasai: LOG
logmodule = log
level = warning
tcp-sequence = no
tcp-options = no

1p-options = no
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general

* Naplozo modul beallitasai: ULOG
logmodule = ulog

nlgroup = 1 # default
cprange = 68 # default:
gthreshold = 8 # default:
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general

* Naplozo osztalyok beallitasa: accepted, denied,
spoofed, banned

logclass = denied

10/second

limit
burst = 12
prefix = DENIED

reject = 1i1dent
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general

* Naplozas bekapcsolasa (yes, no, accepted,
denied), altalanos kivetelek

logging = yes

service = plng
logging = denied

client = ping

logging = no
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Zone

* Halbzati topologia: ki mely interfész(ek)
“mogott” van?

zone = external
interface = eth0, ethl
network = 10.10.10.0/24
zone = 1nternal
interface = eth?2
network = 10.10.0.0/16,
2001:DB8:85::/60
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nat

* NAT szabalyok: SNAT, DNAT, MASQUERADE,
REDIRECT, ACCEPT, SAME, NETMAP

nat = typical
target = snat
options = 1.2.3.4
out = eth0O, ethl

# in, srcip, dstip, proto
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mangle

* mangle szabalyok: ECN, IPV4AOPTSSTRIP,
TCPMSS, TOS, TTL

mangle = typical
target = tcpmss
# options = 1460
chain = forward
out = eth0O, ethl

# in, srcip, dstip, proto
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raw

* raw szabalyok: NOTRACK, TARPIT, DROP

raw = banned
target = drop
ip = 192.168.0.0/16
logging = no

# in, out, srcip, dstip, proto
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filter

* Szuresi szabalyok: tlzfalra magara
filter = localhost
service = pinhg
service = ssh
access = 10.10.10.0/24,
110.10.10.1,
2001:DB8:85::1

client = any
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filter

* SzUureési szabalyok

filter = http servers
ip = 10.10.10.1, 2001:DB8:85::2
service = http, https

filter = clients
ip = 10.10.0.0/16, 2001:DB8:85::/60

client = any
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essence script

essence [-v] [-d] \
-4 <file> -6 <file> -m <file> \

-- config file
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fw
fw
fw
fw

fw

create
start
stop
restart

reconfig
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Mukodeés

* naplozo szabalyok

* zone beallitasokbol IP cim hamisitas elleni
szabalyok a raw tablaban

e banned lanc a raw tablaban

* raw, mangle, nat tablak: egyszert most specific
first sorrendezes
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Mukodeés, filter tabla

* naplézo szabalyok definialasa
* protokollok alapjan lancok
- lancokban most specific first sorrendezes
* localhost implicit engedélyezési szabalyokkal.

- IPv4/IPv6 loopback traffic
- IPv6 ND
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Letoltesi cim

* http://www.kfki.hu/cnc/projekt/securefilter
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