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Cisco I O S  I P v 6  
S t a n d a r d  A cce ss Con t r ol  L ist s

• Cisco I O S  I P v 6  a cce ss-l ist s a r e  u se d  t o f il t e r  t r a f f ic 
a n d  r e st r ict  a cce ss t o t h e  r ou t e r

• I P v 6  p r e f ix -l ist s a r e  u se d  t o f il t e r  r ou t in g  p r ot ocol  
u p d a t e s

• I P v 6  st a n d a r d  A CL  ( p e r m it / d e n y )
IPv 6  s ource/ des ti nati on addres s es
IPv 6  p ref i x -l i s ts
O n i nb ound and outb ound i nterf aces
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Cisco I O S  I P v 6  
S t a n d a r d  A cce ss Con t r ol  L ist s ( Con t . )

• M in im u m  Cisco I O S  S of t w a r e  r e l e a se s a r e  a v a il a b l e  
f r om  Cisco I P v 6  st a r t  h e r e  m a n u a l

w w w . ci s co. com/ en/ U S / p roducts / s w / i os s w rel / p s 5 1 8 7 / p rodu
cts _ conf i gurati on_ gui de_ ch ap ter0 9 1 8 6 a0 0 8 0 1 d6 5 ed. h tml
A l s o s up p orted on IO S -X R  
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Cisco I O S  I P v 6  E x t e n d e d  A CL

• A d d s su p p or t  f or  I P v 6  op t ion  h e a d e r  a n d  u p p e r  
l a y e r  f il t e r in g

• O n l y  n a m e d  a cce ss-l ist s a r e  su p p or t e d  f or  I P v 6
• I P v 6  a n d  I P v 4  A CL  f u n ct ion a l it y

Imp l i ci t deny any any as  f i nal  rul e i n each  A C L
A  ref erence to an emp ty  A C L  w i l l  p ermi t any any
A C L s  are nev er ap p l i ed to s el f -ori gi nated traf f i c
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Cisco I O S  I P v 6  E x t e n d e d  A CL  ( Con t . )

• M in im u m  Cisco I O S  r e l e a se s a r e  a v a il a b l e  f r om  
Cisco I P v 6  st a r t  h e r e  m a n u a l

w w w . ci s co. com/ en/ U S / p roducts / s w / i os s w rel / p s 5 1 8 7 / p rodu
cts _ conf i gurati on_ gui de_ ch ap ter0 9 1 8 6 a0 0 8 0 1 d6 5 ed. h tml
A l s o s up p orted on IO S -X R
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Cisco I O S  I P v 6  e -A CL  a n d  I P v 6  H W  F W

• IPv 6  ex tended A C L  req ui res  th e cap ab i l i ty  f or IPv 6  h ardw are 
f orw ardi ng p l atf orms  to p ars e op ti on h eaders  

Cisco 12000 Engine 3 and Engine 5
Cisco 6 500 and 7 6 00 su p .  7 20

• Th e h ardw are may  p ars e as  deep  as  N  b y tes  i n h ardw are
P ack et s ar e p u nt  int o sof t w ar e p at h  if  h eader s ar e l onger
T h is conf igu r at ion is p l at f or m  dep endent

• Pack ets  w i th  h op -b y -h op  op ti ons  are al s o general l y  p unt to 
s of tw are
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Cisco I O S  E n h a n ce d  I P v 6  e -A CL

• A d d s su p p or t  f or  f il t e r in g  f ie l d  in sid e  a n  I P v 6  op t ion  
h e a d e r

C urrentl y  routi ng ty p e onl y
U s ed to enab l e Mob i l e IPv 6  ( ty p e= 2 )  b ut f i l ter s ource 
routi ng ( ty p e= 0 )  traf f i c

• I n it ia l  im p l e m e n t a t ion  a v a il a b l e  on  Cisco I O S ®
S of t w a r e  R e l e a se  1 2 . 4 ( 2 ) T

Imp l ementati on h as  dep endenci es  on h ardw are f or IPv 6  
H W  F W  p l atf orms
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Cisco I O S  F ir e w a l l  I P v 6  S u p p or t
• Introduced in Release 12.3(7)T – now  Releases 12.4  and 12.4 T

F TP  insp ection on Release12.3(11)T
• S tatef ul insp ection of  IP v 6  p ack ets

IP v 6  D oS  attack  m itig ation
F rag m ented p ack et insp ection
IP v 6  D oS  attack  m itig ation;  m itig ation m ech anism s h av e b een im p lem ented in th e 
sam e m anner as th e current IP v 4  im p lem entation,  including  S Y N  h alf -op en 
connections
Tunneled p ack et insp ection;  tunneled IP v 6  p ack ets term inated at a C isco IO S  F irew all router can b e insp ected b y  th e C isco IO S  F irew all f or IP v 6
S tatef ul p ack et insp ection of  TC P ,  U D P ,  IC M P v 6 ,  and F TP  sessions
Interp retation or recog nition of  m ost IP v 6  ex tension h eader inf orm ation,  including  routing  h eader,  h op -b y -h op  op tions h eader,  and f rag m ent h eader. 
P ort-to-A p p lication M ap p ing  (P A M )

IPv4
s i t e  3

IPv6
s i t e  2 IPv6 IPv6

D u a l  s t a c k  
r o u t e r

IPv6 r o u t e r  w /  C i s c o  IO S  
F i r e w a l l

Internet ( IPv 4 )

IPv 6
s i te 1IPv6 r o u t e r  w /  C i s c o  IO S  

F i r e w a l l

IPv6 r o u t e r  w /  C i s c o  IO S  
F i r e w a l l

IPv6 r o u t e r  w /  C i s c o  IO S  
F i r e w a l l
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Cisco I O S  I P v 6  
E x t e n d e d  A CL  O v e r v ie w

• CL I  m ir r or s I P v 4  e x t e n d e d  A CL  CL I
• I m p l icit  p e r m it  r u l e s,  e n a b l e  n e ig h b or  d iscov e r y
• U L P ,  D S CP ,  f l ow -l a b e l ,  m a t ch e s
• L og g in g
• T im e -b a se d
• R e f l e x iv e
• CE F v 6  a n d  d CE F v 6  A CL  f e a t u r e  su p p or t
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Cisco I O S  I P v 6  A CL  I m p l icit  R u l e s

• I m p l icit  p e r m it  r u l e s,  e n a b l e  n e ig h b or  d iscov e r y
Th e f ol l ow i ng i mp l i ci t rul es  ex i s t at th e end of  each  IPv 6  
A C L  to al l ow  IC MPv 6  nei gh b or di s cov ery
p er m i t  i c m p  any any nd-na
p er m i t  i c m p  any any nd-ns
deny i p v 6  any any
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Cisco I O S  I P v 6  E x t e n d e d  A CL  M a t ch

• T CP / U D P / S CT P  a n d  p or t s ( e q ,  l t ,  g t ,  n e q ,  r a n g e )
• I CM P v 6  cod e  a n d  t y p e
• F r a g m e n t s
• R ou t in g  h e a d e r
• U n d e t e r m in e d  t r a n sp or t

Th e f i rs t unk now n N H  can b e match ed agai ns t ( numeri cal l y  
i ns tead of  b y  name)
S i nce an unk now n N H  cannot b e trav ers ed,  th e U L P cannot 
b e determi ned
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Cisco I O S  I P v 6  E x t e n d e d  A CL

• L og g in g
( conf -i p v 6 -acl ) #  p ermi t tcp  any  any  l og-i np ut
( conf -i p v 6 -acl ) #  p ermi t i p v 6  any  any  l og

• T im e  b a se d
( conf ) #  ti me-range b ar
( conf -trange) #  p eri odi c dai l y  1 0 : 0 0  to 1 3 : 0 0
( conf -trange) #  i p v 6  acces s -l i s t ti n
( conf -i p v 6 -acl ) #  deny  tcp  any  any  eq  w w w  ti me-range b ar
( conf -i p v 6 -acl ) #  p ermi t i p v 6  any  any
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Cisco I O S  I P v 6  A CL  R e f l e x iv e

• R e f l e ct
A  ref l ex i v e A C L  i s  created dy nami cal l y ,  w h en traf f i c 
match es  a p ermi t entry  contai ni ng th e ref l ect k ey w ord
Th e ref l ex i v e A C L  mi rrors  th e p ermi t entry  and ti mes  out 
( b y  def aul t af ter 3  mi nutes ) ,  unl es s  f urth er traf f i c match es  
th e entry  ( or a F IN  i s  detected f or TC P traf f i c)
Th e ti meout k ey w ord al l ow s  s etti ng a h i gh er or l ow er 
ti meout v al ue
R ef l ex i v e A C L s  can b e ap p l i ed to TC P,  U DP,  S C TP and 
IC MPv 6
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Cisco I O S  I P v 6  A CL  R e f l e x iv e  ( Con t . )

• E v a l u a t e
A p p l y  th e p ack et agai ns t a ref l ex i v e A C L
Mul ti p l e ev al uate s tatements  are al l ow ed p er A C L
Th e i mp l i ci t deny any any rul e does  not ap p l y  at th e end of  
a ref l ex i v e A C L ;  match i ng conti nues  af ter th e ev al uate i n 
th i s  cas e
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Cisco I O S  I P v 6  A CL  CL I  ( 1 )

• E nteri ng addres s -f ami l y  s ub -mode
[ no]  ip v 6  access-l ist  < nam e>
A dd or  del et e an A CL

• IPv 6  addres s -f ami l y  s ub -mode
[ no]  p er m it  |  deny  ip v 6  |  < p r ot ocol >  any  |  h ost  < sr c>  |  sr c/ l en 
[ sp or t ]  any  |  h ost  < dest >  |  dest / l en [ dp or t ]  [ r ef l ect  < nam e>  
[ t im eou t  < secs> ] ]  [ f r agm ent s]  [ r ou t ing]  [ dscp  < v al > ]  [ f l ow -l ab el  
< v al > ] [ t im e-r ange < nam e> ]  [ l og |  l og-inp u t ]  [ seq u ence < nu m > ]
P er m it  or  deny  r u l e def ining t h e acl  ent r y ;  indiv idu al  ent r ies can 
b e inser t ed or  r em ov ed b y  sp ecif y ing t h e seq u ence nu m b er
P r ot ocol  is one of  T CP ,  U D P ,  S CT P ,  I CM P v 6  or  N H  v al u e
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Cisco I O S  I P v 6  A CL  CL I   ( 2 )

[ no]  ev al uate
E v al uate th e dy nami cal l y  created acl  v i a th e p ermi t ref l ect 
k ey w ord.
[ no]  remark
U s er des cri p ti on of  an A C L .

• L e a v in g  t h e  su b -m od e
ex i t
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Cisco I O S  I P v 6  A CL  CL I   ( 2  Con t . )

• S h ow in g  t h e  I P v 6  A CL  con f ig u r a t ion
#  s h ow  i p v 6  acces s -l i s t [ name]
#  s h ow  acces s -l i s t [ name]

• Cl e a r in g  t h e  I P v 6  A CL  m a t ch  cou n t
#  cl ear i p v 6  acces s -l i s t [ name]
#  cl ear acces s -l i s t [ name]
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Cisco I O S  I P v 6  A CL  CL I   ( 3 )

• A p p l y in g  a n  A CL  t o a n  in t e r f a ce
( conf i g-i nt) #  i p v 6  traf f i c-f i l ter < acl _ name>  i n |  out

• R e st r ict in g  a cce ss t o t h e  r ou t e r
( conf i g-acces s -cl as s ) #  i p v 6  acces s -cl as s  < acl _ name>  i n |  
out

• A p p l y in g  a n  A CL  t o f il t e r  d e b u g  t r a f f ic
( R outer) #  deb ug i p v 6  p ack et [ acces s -l i s t < acl _ name> ]  
[ detai l ]
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Cisco I O S  I P v 6  R e f l e x iv e  A CL

Router1#
interface ethernet-0

ipv6 address 2000::45a/64
ipv6 traffic-filter In in
ipv6 traffic-filter Out out

interface ethernet-1
ipv6 address 2001::45a/64
ipv6 traffic-filter Ext-out out

ipv6 access-list In
permit tcp host 2000::1 eq www host 2001::2 time-range

tim reflect myp
permit icmp any any router-solicitation

ipv6 access-list Out
evaluate myp
evaluate another

time-range tim
periodic daily 16:00 to 21:00

2 0 0 0 : : 45 a / 6 4

A l l ow  w w w  t r af f ic v ia
a R ef l ex iv e A CL ,  

b ased on t im e of  day

2 0 0 1 : : 45 a / 6 4

Ethernet-0

Ethernet-1

R ou t er 1
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Cisco I O S  I P v 6  A CL  D isp l a y

brum-45c#show ipv6 access-list
IPv6 access list In

permit tcp host 2000::1 eq www host 2001::2 time-range tim (active)
reflect myp (1 match)   

IPv6 access list Out
evaluate myp
evaluate another

IPv6 access list myp (Reflexive)
permit tcp host 2001::2 2432 host 2000::1 eq www (timeout 180)
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Cisco I O S  I P v 6  F ir e w a l l  ( 1 )

FW#
interface ethernet-1

ipv6 address 2001:0001::45a/64
ipv6 traffic-filter dmz-in6 in

interface ethernet-2
ipv6 address 2001:0002::45a/64
ipv6 traffic-filter internal-in6 in
ipv6 traffic-filter internal-out6 out

interface BRI0
ipv6 address 2001:0003::45a/64
ipv6 traffic-filter exterior-in6 in
ipv6 traffic-filter exterior-out6 out

ipv6 access-list vty
deny ipv6 any any log-input

line vty 0 4
ipv6 access-class vty in

ipv6 access-list dmz-in6
permit ipv6 host 2001:0001::100 any

2 0 0 1 : 0 0 0 1 : : 45 a / 6 4

2 0 0 1 : 0 0 0 2 : : 45 a / 6 4

Ethernet-1

Ethernet-2

F W

I P v 6  F ir ew al l

D M Z

B R I 0

2 0 0 1 : 0 0 0 3 : : 45 a / 6 4

I nt er nal

I nt er net
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Cisco I O S  I P v 6  F ir e w a l l  ( 2 )

ipv6 access-list internal-in6
permit tcp 2001:0002::/64 any reflect internal-tcp
permit udp 2001:0002::/64 any reflect internal-udp
permit icmp 2001:0002::/64 any
permit icmp any any router-solicitation

ipv6 access-list internal-out6
evaluate internal-tcp
evaluate internal-udp
permit icmp any 2001:0002::/64 echo-reply

ipv6 access-list exterior-in6
evaluate exterior-tcp
evaluate exterior-udp
remark Allow access to ftp/http server on the DMZ
permit tcp any host 2001:0001::100 eq ftp
permit tcp any host 2001:0001::100 eq www
permit tcp any host 2001:0001::100 range 49152 65535
permit icmp any any echo-reply
permit icmp any any unreachable
deny ipv6 any any log-input

ipv6 access-list exterior-out6
permit tcp 2001:0002::/64 any reflect exterior-tcp
permit udp 2001:0002:;/64 any reflect exterior-udp
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Cisco I O S  I P v 6  A CL  B e h a v ior

• Com m on  A CL  n a m e  sp a ce
A C L  names  cannot b egi n w i th  a numb er

• I P v 6  a cce ss-l ist s a r e  u se d  t o f il t e r  t r a f f ic a n d  
r e st r ict  a cce ss t o t h e  r ou t e r

IPv 6  p ref i x -l i s ts  are us ed to f i l ter routi ng p rotocol  up dates
• N on -con se cu t iv e  b it  m a t ch  p a t t e r n s a r e  n ot  a l l ow e d
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Cisco I O S  I P v 6  A CL  T r ou b l e sh oot in g

• sh  ip v 6  a cce ss-l ist  [ < n a m e > ]
H i t count f or match i ng entri es
( In) acti v e ti me-b as ed entri es

• Cl e a r  ip v 6  a cce ss-l ist  [ < a cl n a m e > ]  t o r e se t  t h e  h it  
cou n t s f or  a n  A CL

• Con f ig u r e  l og g in g  f or  a n  A CL  e n t r y
• D e b u g  ip v 6  p a ck e t  d e t a il  t o d e t e r m in e  w h ich  
p a ck e t s a r e  b e in g  d r op p e d  b y  a n  A CL
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Q  a n d  A



27© 20 0 5 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
S e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D

A d d it ion a l  I n f or m a t ion

• Cisco. com  I P v 6  
w w w . ci s co. com/ i p v 6  

• Cisco I P v 6  S ol u t ion s
w w w . ci s co. com/ en/ U S / tech / tk 8 7 2 / tech nol ogi es _ w h i te_ p ap e
r0 9 1 8 6 a0 0 8 0 2 2 1 9 b c. s h tml  

• I P v 6  A p p l ica t ion  N ot e s
w w w . ci s co. com/ en/ U S / p roducts / p s 6 5 5 3 / p roducts _ i os _ tech
nol ogy _ h ome. h tml


