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Windows XP Firewall configuration

* Windows XP ICF — same rules for IPv4 and IPv6

— Show configuration:
* netsh firewall show config

— Set configuration

°* set 1cmpsetting [ type =] 2-5|8-9|11-13|17|ALL [ [ mode = ]
ENABLE | DISABLE [ profile = ] CURRENT|DOMAIN|STANDARD |ALL
[ interface = ] name |

* set opmode [ mode = ] ENABLE|DISABLE [ [ exceptions = ]

ENABLE |DISABLE [ profile = ] CURRENT|DOMAIN|STANDARD|ALL
[ interface = ] name ]

* add portopening [ protocol = ] TCP|UDP|ALL [ port = ] 1-65535
[ name = | name [ [ mode = ] ENABLE |DISABLE [ scope = ] ALL|
SUBNET |CUSTOM [ addresses = ] addresses [ profile = ] CURRENT|
DOMAIN | STANDARD |ALL [ interface = ] name ]

* set logging [filelocation=<location>] [filesize=integer]
[droppedpackets=enable|disable] [successfulconnections=enable|
disable]
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Windows XP Firewall
configuration /2

* After SP2

- in the firewall you can configure Path MTU
discovery support

— per process configuration possible

— Can be deployed by group configuration
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Windows SP2 ICF

= Windows Firewall ' ICMP Settings @

| General Exceptions | Advanced| Internet Control Meszage Protocal [ICMP) allows the computers on
| _ ’ a network to share error and status information. Select the requestz
Kl for infarmation fram the Internet that thiz computer will rezpond to:

YWindows Firewall helps protect vour computer by preventing unauthorized users
from gaining access to your computer through the [ntemet or a nebwork,

L Allow incoming briestamp request
@ @ifin Trecammer oy [ &llaws incoming mask request

O Allows incoming router request
Thiz zetting blocks all outzide zources from connecting to thiz

computer, with the exception of thoze zelected on the Exceptions tab. [ Allow outgoing destination unreachable
(1 Allaw outgaing source quench
[l Don't allow exceptions L Allow cutgoing parameter problem
Select this when you connect ta public networks in less secure L] Allows outgaing time excesded
lozations, such az airparts. You will not be notified when Windows Allow redirect |
Firewall blocks programs. Selections on the Exceptions tab will be D : : !
igrored. (] Allow outgoing packet too big 5 |
@ () OFf [not recommended) Description
Awoid uzing this setting. Turning off Windows Firewall may make thiz : ;
computer more vulnerable to viuzes and intruders. Mezzages sent to thiz computer will be repeated back to the
gender. Thiz iz commonly uzed for troublezhooting--for example,
_ _ o o to ping a machine. Aequests of thiz type are automatically
YWindows Firewall iz using your domain zethings. allowed if TCP port 445 iz enabled,
YWhat elze should | know about "Windows Firewall?
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Further information

* Further information:
http://www.microsoft.com/technet/community/
columns/cableguy/cg0204.mspx
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Exercises

Test ping from neighbouring PC
Enable Firewall on Windows XP SP2
Test ping from the neighbouring PC

Enable ICMP echo + Path MTU discovery
to work
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